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Software Switch Function Introduction
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Software Switch Introduction

Software Switches (S43) are provided in the GR200 as virtual switches.
They are used to determine the operation of internal processes in the IED. Either the criteria “Enable (On)” or

“Disable (Off)” may be applied for each software witch

The first three have been pre-defined for special purposes, the rest are provided for general purpose usage

Setting Items Current Val... MNew Value Unit
(B cBk-EN on
_] CBK-NAME CMDBLK

] CBK-OFFNAME  Off
] CBK-ONNAME  Blocked
_ CBK-CTRMENU ~ Off
] CBK-CTRAHMI  SEO
[Et1ce-EN on
1 ICB-NAME ILKBYP
I ICB-OFFNAME  Off
] ICB-ONNAME  Bypass

_J ICB-CTRMENU  Off
] ICB-CTRAHMI  SBO
[Et sce-EN on
] SCB-NAME SYNCEYP

] SCB-OFFNAME Off
] SCB-ONMAME ~ Bypass
_] SCB-CTRMENU  Off
] SCB-CTRAHMI ~ SBO

CBK: Command Blocking
|CB: Interlock Bypassing

Range

Off f On

14 characters
14 characters
14 characters
Off / On
DIR / SBO
Off / On

14 characters
14 characters
14 characters
Off f On
DIR / SBO
Off / On

14 characters
14 characters
14 characters
Off / On
DIR / SBO

SCB: Synchronism Bypassing
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Setting Items
4 54301-EN
4 54302-EN
3 54303-EN
3 54304-EN
_354305-EN
_354306-EN
_454307-EN
_354308-EN
4 54309-EN
4 54310-EN
4 54311-EN
4 54312-EN
_154313-EN
3 54314-EN
_454315-EN
_454316-EN
_454317-EN

Current Val... MNew Value Unit Range

Off Off / On
Off Off / On
Off Off / On
Off Off / On
off Off / On
Off Off / On
off Off / On
Off Off / On
Off Off / On
Off Off / On
Off Off / On
Off Off / On
Off Off / On
Off Off / On
Off Off / On
off Off / On
Off Off / On

Other switches ranging from
S4301 to S4361
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Software Switch Function Confirmation

«* On LCD screen

Go to Main Menu -> Information to check software code and firmware version
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Software code
1032
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Information
Hu:zﬁ

Mo name
[Tescrirtion]

Mo mame

[CPIM Software]
GSZRELIM1365E
[IECE185H end]

Firmware version
GS2RLIM 13050

© 2024 Toshiba Transmission & Distribution Systems (Vietnam) Ltd.



Software Switch Function Confirmation

Relays with these codes have Softswitch Control Function

GBU200 34,35 Any version
GRD200 3D, 3E Any version
GRL200 37 Any version
GRZ200 32 Any version
GRB200-decentralized 31,32 Any version
30
31
GRB200-centralized £2 At least GS2RBIM13022
33
34
3D
GRT200 3E At least GS2RTIM13024
3F
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Application Sample
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Application Sample

Case study: Using Software Switch (S4301) to control On/Off 87L Function

The configuration steps must be followed to configure Software Switch (SOFTSW).

Setting

Configuration in GR-TIEMS <
IEC 61850

Check relay code for

control capability
Control Right
Configuration in Multi-Prog
Function
Assigment

Overview of configuration steps
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Configuration in GR-TIEMS
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GR-TIEMS - Settings

Step 1: Enable Software Switch in GR-TIEMS Setting

.16 Softswitch/Substation1/Voltage Level1/GRL200 - Setting

File Edit View

csv Csv Lty P L‘a B

- E-ELAN
- Hot-Standby
...l NetMonitor
-l USBCOM
[ SLAVE PROTOCOL
- .[im IEC61850
& Protection
a- Control
- Control Commen
- Circuit Breaker
- - Synchronism
B- Synchk_Ry
i SyncRy
... SvncRv2

Setting Items Current Value New Value
L._.:,,csx-m Off
4lcBN Off

—

S4301-EN on
¥ s4301-swNAME 87
) S4301-OFFNAME  Off
_154301-ONNAME  On
_154301-CTRMENU  Off
_)S4301-CTRAHMI | SBO
$59302EN Off
454303 EN Off
L4S4304EN Off
_$54305EN off

Range

Off /On

Off /On

Off /On

Off /On

14 characters
14 characters
14 characters
Off /On

DIR. /SBO
off /On

Off /On

Off /On

Off /On

Example for settings of S4301 using to control 87L on/off
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GR-TIEMS - IEC 61850

Step 2: IEC 61850 configuration

Logical Mapping Edit Edit Report

Node signals Dataset Control

TTDV-EN- PRC-OO?_RO © 2024 Toshiba Transmission & Distribution Systems (Vietnam) Ltd. 10



GR-TIEMS - IEC 61850

% Logical Node

Data Model | GOOSE Subscribe | Sampled V:
Right click EEE

g [ System

I LD Prot
4 1EC-61850
. [] ] O N
File Edit View
iHREREREa AN XS A S,

Data Model

GOOSE Subscribe | Sampled Value Subscribe

L

Add Logical Node

Axox - Automatic Control

Edit Logical Node

Add/Edit Dataset

Add/Edit Report Control
Add/Edit GOOSE Control
Add/Edit Setting Control
Add/Edit Sampled Value Control

Remove Logical Node

- jcony Control

3

b

| Table Type Signal Name
1: SBOw - INC - Mod

User can define Prefix and LN Instance
Logical Node can be added to any Logical Device

8 | Add/Edit Logical Nodes X ]
LN Class GGIO
Prefix

LM Instance |4

Select All

I |+ Mod
I* |+ Beh
I+ |+ Health
] ClcTyp
[+ NamPlIt |
[_] EEHealth
D EEName
D Loc |
[ ] OpCntRs |
D Anln |
) | [ ] AnOut |
Signal Descriptio

[l bpcso '

Gxxx - Generic Functions

hoot - Interfacing/Archiving

Lxxx - System Logical Nodes

hoor - Metering and Measurement
Paoox - Protection

Roowx - Protection related
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Swex - Supervision and Monitoring

T - Transducers and instrument transformers
Xooxx - Switchgear

‘Yaoox - Power transformers

Zxxx - Power system equipment

2

GGIO - Generic process |/O

’ []spcso

[]iscso

D Intln

I1 contrc

] Alm !

G5AL - Generic security application

1 contre

- MDCTRLO1_CONTROL_REQ

[Jind |

MDCTRLO1 contrc

- MDCTRLOT_CONTROL_REQ

MDCTRLOT contrc

lescription: Criginator
— MDCTRLO1_CONTROL_REQ

MDCTRLOT contrc

- MDCTRLO1_CONTROL_REQ

MDCTRLO1 contrc

n: Oper - INC - Mod
-— MDCTRLO1_CONTROL_REQ|

ANum [ INTaL

sl -

— MOCTRIAT CONTROI REOY

oK

MDCTRLOT contrc
MNCTRIN rontre ‘

H Cancel ‘|
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GR-TIEMS - IEC 61850

% Logical Node

Select SPCSO and tick these following categories

B | Add/Edit Logical Nodes

LN Class GGIO

Prefix

LN Instance |4

Select All

4 [J]SPCSO
[]seo
SBOW
Oper
Cancel
origin

[ ] ctiNum
+| stVal
viq

vt

stSeld
D subEna
D subVal
[]subQ
[]sublD

[ | pulseConfig
+| ctiModel
[ sboTimeout
sboClass
[1d

[Jau

D cdcNs

[ ] cdeName
D datals

X

For SBO mode

TTDV-EN-PRC-007_RO

| Add/Edit Logical Nodes
LN Class GGIO
Prefix

LN Instance 4

Select All

4 [J]spcso
[Jseo
[]sBow

/ Oper
[ cancel

[ origin
[ ctiNum
V| stal
¥Iq
vt
[ stSeld
[] subEna
[ subval
[Tsuba
[ subiD
O pulseConfig
| ctiModel
[ shaTimeout
[ sboClass
Cld
[ldu
[ cdens
[ cdcName
[] dataNs

‘ OK || Cancel |

For DIR mode

Select as below

(~) System/GGIO4$SPCSO
stVal | BOOLEAN | ST

q Quality | ST

t Timestamp | ST
stSeld BOOLEAN | ST
ctiModel INTS CF
sboClass INT3 CF

(A) System/GGIO4$SPCSO
stVal | BOOLEAN | ST

q Quality | ST
i Timestamp | ST
ctiModel INT8 CF

© 2024 Toshiba Transmission & Distribution Systems (Vietnam) Ltd.

Description: Controllable single point (SPC)

sbo-with-enhanced-security -—-

operate-once -

For SBO

Description: Controllable single point (SPC)

direct-with-enhanced-security

For DIR



GR-TIEMS - IEC 61850

“ Mapping signals
Map signals as below

Signal Name Signal Description

Search

Signal Number

Signal Name

Description

54301 _control_req

Clear

Ctrl/GGIOT0135PCSO$SBOwSorigin

\rCat-

orCategory | CO

\CtrLI’GGIOTOl$SPCSO$SBOwSorigiy

oﬁdent

OctetB4 CcOo

CallGGIO 08P a0 Oper ctl\al BOOLEAN | CO
Ctrl/GGIOT013SPCSO$Oper ct-]l\\m INT8U co
Ctrl/GGIOT013SPCS0O30per T \ Timestamp | CO
Ctrl/GGIOT013SPCSO$Oper Test \ BOOLEAN | CO _
Ctrl/GGIOT7013SPCSO$O0per Check \ Check co 222001 70004600
Ctrl/GGIOT013SPCS030perforigin orCat \ orCategory | CO

: ici orldent Octetf4 co
Ctrl/GGIOT013SPCSO$Cancel N ctlval \BOULEAN co
Ctrl/GGIOT013SPCSO$Cancel ctlNum “TSU co
Ctrl/GGIOT0135PCS0FCancel T T\nestamp CcO
Ctrl/GGIOT013SPCSO$Cancel %st B(bLEAN co
Ctrl/GGIOT013SPCS0%Cancelforigin - | orat orCagegory | CO
&trUGGIO701$SPCSO$Cancel$origiU orldeNt Octet@ CcO
Ctrl/GGIOT013SPCSO ctlMode ct]LIod& CF
Ctrl/GGIOT0135PCSO shoClass \ shoClass CF

thmt_mfammm— Attribute | Type FC | Signal Number Signal Name
(CtrUGGIOTOl$SPCSO$SBOw \ ctlVal BOOLEAN | CO

Ctrl/GGIOT013SPCSO$SBOw ctlNum INTEU Cco

Ctrl/GGIOT013SPCSO$SBOw T Timestamp | CO

Ctrl/GGIOT013SPCSO$SBOw Test BOOLEAN | CO

Ctrl/GGIOT013SPCSO$SBOw N\Check Check CcOo

S54301_CONTROL_REQ

- - Type
Signal Measurement
[ 54301_CONTROL REQ |SOFT 43 switch1 control request .
Source of Signal
IED [ ] GOOSE
10 Type
- - Output Input
inator Sigfal Number Signal Name
T T 522001700A046D08 54301_CONTROL_REQ SOFT 43 switch1 control
Object_reference Attribute Type FC | Signal Number Signal Name
Ctrl/GGIOT0135PCS0%0rigin orCat orCategory 8T 522001 310A041008 54301_ORCAT
Ctrl/GGIOT013SPCE0%0rigin orldent Octetf4d 8T 522001 6A0AD41009 S54301_ORIDENT
Ctrl/iGGIOTO1E8SPCE0 stVal INT32 8T 522001 000A041001 54301_STATE
Ctrl/iGGIOT01ESPCE0O q Quality sT 522001 310A041005 S4301_QUALITY
Ctrl/GGIOT018SPCS0O t Timestamp 8T 522001 900A041006 S54301_TIME
Ctrl/iGGIOT01ESPCE0O stSeld BOOLEAN sT 522001 000A041D90 S54301_STSELD

TTDV-EN-PRC-007_RO

N

Not apply for DIR
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GR-TIEMS - IEC 61850

+» Dataset

Right click at LLNO, select "Add/Edit Dataset”, click “Add” and type the name

Data Model | GOOSE Subscribe | Sampled Value Subscribe

4 LD System :  Type FC Default
[ N0 P

Add Logical Node

Edit Logical Node

Add/Edit Dataset

Add/Edit Report Control
Add/Edit GOOSE Control
Add/Edit Setting Control
Add/Edit Sampled Value Control

CEEEEEEEEE

LD Pro

Remove Logical Node

TTDV-EN-PRC-007_RO

g .
B | DataSet List

1
Logical Node: System/LLNO
DataSet List

DataSet Name

OOSEDS
MEAS
STAT
Add
Edit
Remove

Example configuration, name can be changed

DataSet Properties
Data Model

[ D System
[ L0 Prot

| Add DataSet

FCDA List

LD Instance LN Class LN Instance Prefix DO Name DA Name

| System | GGiIo | 1| | indl | stval |

DataSet Name ‘ S43

System GGIO
System GGIO
Frmtom——GGIO

X 560

iGIO

| 3GIO

iGIO

| Add ‘ ‘ Cancel 610
T oystem GGIO

‘ ‘ System EO
System GGIO
System GGIO

© 2024 Toshiba Transmission & Distribution Systems (Vietnam) Ltd.

Ind1
Ind2
Ind2
Ind3
Ind3
Ind4
Ind4
Ind3
Ind5
Indd
Indé
Ind7

q
stVal

q
stVal

q
stVal

q
stVal

q
stVal

q
stVal

Close
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GR-TIEMS - IEC 61850

+» Dataset

Select “S43", then add Data Model as below Note: Select the Logical Device that
contains the Softswitch Logical Node

B | DataSet List %

Logical Node:  System/LLNO
DataSet List DataSet Properties

Data Model FCDA List
DataSet Name
4 LD System LD Instance LN Class LN Instance Prefix DO Name DA Name H

MEAS b LN LLND | System | Galo | 4 | | spcso | ¢

[+ LH LPHD1
STAT b N GGIOY
b N GGIO2
[ LN GGIO3
[ LN MMXU1
[ LN MDIF1
I LN MSQI1
4 FC ST
I B0 Mod
I DO Beh
I DO Health
Edit b [FE CF
I FE DC

Add

Copy I FE CO

Remove

Close

Example configuration, name can be changed
TTDV-EN- PRC_OO7_RO © 2024 Toshiba Transmission & Distribution Systems (Vietnam) Ltd. 15



GR-TIEMS - IEC 61850

“* Report Control

Right click at LLNO, select “Add/Edit Report Control”

Note: Edit Report Control in the same

Logical Device that contains the Softswitch

{ Data Model | GOOSE Subscribe | Sampled Valu
4 LD System L Type
I o Y R
LN |

LH ¢
LH ¢
LH ¢

Add Logical Node
Edit Logical Node
Add/Edit Dataset

Logical Node: System/LLNO

LH ¢

Add/Edit Report Control

LN |
LN |
LH |
LD Prot

Add/Edit GOOSE Control
Add/Edit Setting Control
Add/Edit Sampled Value Control

Remove Logical Node

TTDV-EN-PRC-007_RO

- ; RCB List
e Subscribe
RCB Name
brebMX |
brcbST
FC Default
F
1
I Add

Edit

Copy

Remove

Report Control Properties
Report Control

Name brcbMX
Description

DataSet MEAS
Integrity Period o]
Report ID RPT

B | Add Report Control Block

Select "Add" and type the name

Optional Fields
Sequence Number

TimeStamp

v DataSet
v Data Attribute Reference

Entry ID

¥ onfiguration Revision

RCB Name |breb-swf

| eason Code

Trigger Options Report Enabled
Data Change [] Period Description
[] Data Update General Interrogation Max 2

Quality Change

© 2024 Toshiba Transmission & Distribution Systems (Vietnam) Ltd.
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GR-TIEMS - IEC 61850

“* Report Control

Select the added RCB list, and tick as below

B | Add/Edit Report Control Block X ]

Logical Node: System/LLNO

RCB List Report Control Properties
RCB Name Report Control Optional Fields

brebMX Name brch-sw Sequence Number

brebST Beseisian TimeStamp

(LS | s - o Select recently added
Integrity Period 0 v Data Attribute Reference Data Set
Report ID RPT Entry ID
Config Revision 1 Configuration Revision
Buffered true v Reason Code . . . .
R ; Example configuration, name, trigger options,

| optional fields, report enabled, buffer setting can
a0 Tiger Options ceportEnsbld | be changed

Edit Data Change [ ] Period Description

Copy [] Data Update General Interrogation Max 2

v lity Ch |
S Quality Change |

< Finally, click “Save”
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2.2

Configuration in MULTIPROG
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MULTIPROG - Control Right Configuration

Step 1: Control Right Configuration

% Add Library

Click "Project” - "Add Library” - “User Library” - Double Click at “ControlRight_1Pos.mwt"

&) MULTIPROG - P2GRL200D202

E_Eile Edit View |Project| Build Online Extras 2

1 Add Lib
D g_J |T Library
Add Datatype

CEEEEN

|§b User Library...

Eirmware Library...

x|

Add POU
: Project Tree Winde
t % Compare Projects
Ivih ~rea AnARAS A s
: Project Tree Window

2vo

=7, Project : E:\Work\2024\Mar\Support\Softswitch Contrc

=], Libranes

() G2ib_200B01(BIO_slot1)
() G2ib_200802(BIO_slot2)
() G2ib_200803(BIO_slot3)
(&) G2ib_200B04(BIO_slot4)
() G2ib_200B05(BIO_slot5)
() G2ib_200B06(BIO_slot6)
() G2ib_200B07(BIO_slot7)
() G2ib_200B08(BIO_slot8)
() G2ib_240001(keyinput)

LEd G2EciNativeFW*

(&) ControlRight_RstControl

() SetGenralCounters

TTDV-EN-PRC-007_RO

—)

we! Include library

Look in: | Libraries
/\ Name B
SetTotalTime
Eae SimPLC
- me” CIF.mwt
[up ControlRight_1Pos.mwt ]
Desktop mp” ControlRight_2Pos.mwt

i Project Tree Window

+v@

=7, Project : E:\Work\2024\Mar\Support \Softswitch Contrc

=) 7, Librares
(Z) G2lib_200B01(BIO_slot1)
(&) G2ib_200B02(BIO_slot2)
(&) G2ib_200B03(BIO_slot3)
(@) G2ib_200B04(BIO_slot4)
(&) G2ib_200B05(BIO_slot5)
(@) G2ib_200B06(BIO_slot6)
() G2ib_200B07(BIO_slot7)
(&) G2ib_200B08(BIO_slot8)
(&) G2ib_240001(keyinput)
LEd G2EcirNativeFW"
Uﬂ ControlRight_RstControl
SetGenralCounters

a
VB CortroiRigh_iPos|

Confirm library has been added

© 2024 Toshiba Transmission & Distribution Systems (Vietnam) Ltd.
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MULTIPROG - Control Right Configuration

+»» Add block to code worksheet

E  =l} l_n_l'_ll_ln) LN
7|/ | ; Edit Wizard i1vp@ . & CR_Spos18
Group: R_SoftSwl_1 DEF_SHOM1 21 & CR_Spos19
<ControlRight_1Pos> y Reolwl ) (—  DEFSHOMT Y 4 CR_Spos?
Name Descri o=v LR loc R Lo % CR_Spos20
3 CR_Autoseqd LR | LR Rmt | CR_Spos3
i CR_Autoseqh & CR_Sposd
E o CR_Autasegb M_Sbﬂﬂ_l.d g:ll:ﬂﬂ_l.l:d i CR SDDSE
& CR_Autosea? Devé4 DrRcv_Led} DirRcv_Led B CR
& CR_Autoseqh - = - :! LR_Spost
1 CR_Autoseqd Dev4 SbRov_Rnt SoRey Rt W CR_Spos?
4 CR_CmdBlk 4 CR_SposB
i: CR_EmergencyStop / Dev4 Oirfcv_| DiRcv_Amt i CR_Sposd
Il : ey || o omev e T (Emsme
oSS 1 DEF_SHCM1
W CR_SoftSwl1 S ME_BQ stae
Switch hierarchy
FRND -+

Make sure there is only ONE Control Right block for S4301 in Multi Prog

TTDV-EN- PRC-OO?_RO © 2024 Toshiba Transmission & Distribution Systems (Vietnam) Ltd. 20



MULTIPROG - SOFTSW Function Configuration

Step 2: SOFTSW Function Configuration
% Example of applying softswitch state to block function 87L (DIFL and DIFGL)

DIFL-EN on
A prosnczs _ éc-mq?m swggorszy 0 RO DIFGL#1 £000001C15 To TRC
] — §51CE-331C2: =1 — - ;_f_mnnm-.a - 8000001B23
DIFL#1 | B — 100001362 ol BUTELE = =1 + — — =
= — 200001C22 1 =1 L]nnm-ﬁ E| L |=2pu & 4@ DIFGL-TRIP
c — SI00003EE3 M1 _|s=oqponsan -
I - 1=t DIFLTRIFC E|Iezl=2pu
— 1 S000001B60
A DIFGL#2
DIFL=24| | 5300001868 &
B DIFGL-ARC-BLOCE
E E|lIn|=2pu
From COMM_APPL S000401B6S E|Ip|z2Zpu
(FYBLE-CHI——3BELAY BLOCE x DIFL-ARC-BLOCE
IFGL-EN Cn
EYBLE-CH:——BELAY BLOCK = J @D
From TFC o Fell safe From TFC 5000001851
SB00001BET —
TFC.DIFL-A 0P i [TFCDIFGLOP
TFC.DITLE 0P 3 suvoonzes —
- N 9 200001868 y DIFL-C
TFC.DITL-C 0P From Fail-safe
From Fail-zafe SD00GO1BEC
R oron [DIFGLFS_DP
From CT Failure detection Esc-m:uass From DIFL
DIFL-CTF_DETECT4 [t
—— EJIFL—CTFJJETECT 1 .
DIFL-CTF_DETECTE 1 of [
DIFL-CTF_DETECT-C - DIFGL-CTFELL Block
- =1 @ 0c
40002181 [ —
$0002E8EL TERXLDEFL_CFF'_I_
I [EZ‘ . " S00000EEB0 ||| DIFGL-TP_BLOCE ! s000001BED —1|
Nan Es
s = SFO0001BE?
@DIFL'CM-B/B]mk-iP " SFO000EEE? ||| DIFGL_BLOCK I
[ swoocEsse | DIFL-TP BLOCK | JEococo1sm0 |
. = [ soooocEEE: [ DIFGL-INST 0P !Emm”m
100002 [F:woowEsss || DrroLancerock | gUoiEE
[ wooiEss: | DIFLINST_OF ] feoocoalE 2—1|
@IFGL':\RCBD{./ Block
[GiooocEsze | DFL-aETR [
(pPIELTRD ~ 3P
[[Feucizas: | DELARGRLOGE | LU Figure 2.3-3 Generation of trip signal ifrrthe DIFGL function

=
TFL-ARCELE
@ = Ll
From FROT_COMMON
Ds_0PEN
- sL00gp1868
[ \DIFL-STUE-Test_~ On =1 :
+ | % DIFL-STUB-COND

@m:n_-srua on ﬂ v

Figure 2.2-3 Generation of trip signals in the DIFL function

8FO000EBB4 DIFL BLOCK

TTDV-EN- PRC-OO?_RO © 2024 Toshiba Transmission & Distribution Systems (Vietnam) Ltd. 21
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MULTIPROG - SOFTSW Function Configuration

Example of applying softswitch state to block function 87L (DIFL and DIFGL)

DIFL_BLOCK
“DOUT_BOOLY

UDINT#16%440001— FID ST
UDINT#16%8F—— DTYPE

5430 1 ST_OFF UDINT#16#0001E884— DID
UDINT#16#522001 =
UDINT#16#83 DR—
UDINT#16#0A041D02 DIFGL_BLOCK
‘DOUT_BOOL

UDINT#16%440001— FID ST
UDINT#16#8F—— DTYPE
UDINT#16#0000EBB2— DID
DI

Sample configuration for 87L on/off control
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Troubleshooting
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Troubleshooting

In case you have trouble in SOFTSW control from IEC 61850, the cause may come from the below issues:

. ' Test,
1. Relay is in Test mode B9:32

ITﬁst Mode

q
TestF1a9-EN +
On

Mode Chande 2
S519nal Monitoring

2. Remote/Local button is in Local mode

|In servIcE =

) [erRRoR
|

| TRIP

|IN SERVICE
ERROR

[TRIP

TEST | TEST

3. Relay Error: Serious or Serious (Comm)

Find) erraor

1123

[Serious erroriComm) ]

T IS RERRERERER R D
TSR R R R R R RREREERRRERERDY R

TTDV- EN - PRC—OO7_RO © 2024 Toshiba Transmission & Distribution Systems (Vietnam) Ltd.



Revision Up Record

02/10/2024 First Issued P&C Engineer Department
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